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Get live, expert
instruction from anywhere.

ISACA Advanced in Al Risk (AAIR)

Boot Camp

Validate your expertise in managing Al-specific risks while harnessing Al's transformative potential for strategic

advantage. The AAIR certification is designed for experienced risk professionals ready to lead Al risk management

across the enterprise.

Course description

From the creators of the globally recognized CRISC® certification, the
ISACA Advanced in Al Risk (AAIR) certification is meticulously crafted
to equip professionals with the knowledge and skills to identify and
evaluate Al risk for responsible enterprise adoption. This credential
builds upon established risk management best practices, focusing
on the evolving Al landscape to effectively assess and manage risk
profiles within organizations.

Passing the AAIR exam proves your ability to identify, assess, monitor
and mitigate risk in a future shaped by disruptive technologies. By
fostering cross-functional collaboration, AAIR equips professionals
to communicate Al risk comprehensively and ensure ethical and
regulatory compliance.

Who should attend

»  Risk professionals holding CISA, CISM, CRISC, CGEIT, CDPSE,
CRMP, CRMA, CGRC, CISSP, CERP, CRCM, or PMI-RMP certification

»  Mid-to-late career risk, security and GRC leaders

» Information security and IT audit managers with Al governance
responsibilities

» Compliance and risk professionals overseeing Al regulatory and
ethical requirements

Enroll today: 708.689.0131 | infosecinstitute.com

Boot camp at a glance
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Al risk governance, frameworks
and regulatory alignment
End-to-end Al life cycle risk
management, from design
through decommissioning

Al risk program execution,
including threat modeling,
controls, metrics and incident
response

Delivery methods

Online
In person
Team onsite

@ Training duration
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Immediate access to Infosec Skills
2-day boot camp

90-day extended access to all
boot camp materials


https://www.infosecinstitute.com/?utm_source=pardot&utm_medium=syllabus&utm_campaign=boot-camp-syllabus

The hands-on cybersecurity training platform that moves as fast as you do

Infosec Boot Camps are engineered to match the way today's cybersecurity professionals prefer to learn. In addition to

days of live training from an experienced pro, you'll get unlimited access to 100s of additional hands-on cybersecurity

courses and cyber ranges to help you advance your skills before, during and after your boot camp. Your Infosec Skills
access extends 90 days past your boot camp, so you can take additional time to prepare for your exam, or get a head

start on your next certification goal.
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Start training Learn by doing in the
immediately cyber range
Prepare for your boot Put what you've learned
camp with immediate into practice with 100s of
access to the Infosec browser-based labs and
Skills on-demand training hands-on projects.
library.

What's included
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Two days of expert, live Al risk
management instruction

Exam Pass Guarantee

Exam voucher

Unlimited practice exam attempts
100% Satisfaction Guarantee

Free 90-day Infosec Skills subscription (access
to 1,800+ additional courses and labs)
90-day extended access to all boot
camp video replays and materials
Knowledge Transfer Guarantee
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Get unlimited custom 700+ IT and
practice exams security courses
Uncover knowledge gaps Earn CPEs and build
with unlimited practice new skills with 100s of
exams attempts and skill additional training
assessments. courses.

Prerequisites

»  Candidates must possess an active CISA, CISM,
CRISC, CGEIT, CDPSE, CRMP, CRMA, CGRC,
CISSP, CERP, CRCM, or PMI-RMP certification.
Additionally, candidates must have proven
experience in risk management and experience
with Al systems.

Certification details
The AAIR exam covers 3 domain areas:

1. Al Risk Governance and Framework Integration
2. Al Life Cycle Risk Management
3. Al Risk Program Management



Exam format
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Test format: Multiple-choice questions
Number of questions: 90

Duration: 2.5 hours

Languages: English and Spanish

Delivery: Online with remote proctoring or at a
local test center

Key focus areas of the AAIR Program

»

Comprehensive coverage of Al risk governance
frameworks

Deep dive into Al life cycle risk management
from design and data requirements through
deployment, monitoring and decommissioning
Practical Al threat modeling, risk scenario
development and risk classification
methodologies

Al supply chain risk management including
vendor oversight, shared responsibility models
and cloud computing risk

Al controls selection, validation and performance
monitoring with enterprise-grade metrics and
reporting

Al incident response planning, business impact
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analysis and disaster recovery specific to Al
systems

Ethical and societal implications including

bias, fairness, transparency, explainability and
environmental impact

Regulatory compliance mapping, legal
exposure assessment and intellectual property
considerations for Al

Industry alignment and recognition

»

»

»

»

»

Built by ISACA, connecting more than 185,000
professionals in 190 countries

Builds upon the globally recognized CRISC®
certification pathway

Addresses the growing enterprise demand for
credentialed Al risk specialists as organizations
move from narrow to generative to agentic Al
Aligned with industry trends: regulatory
momentum worldwide is increasing expectations
for demonstrable Al risk management and
accountability

Responds to the urgent skills gap—many
organizations lack formal Al policies and trained
personnel

Skill up and get certified, guaranteed

Exam Pass
Guarantee

If you don’t pass your exam on the
first attempt, get a second attempt for
free. Includes the ability to re-sit the
course for free for up to one year.
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100% Satisfaction
Guarantee

If you're not 100% satisfied with your
training at the end of the first day,
you may withdraw and enroll in a

different online or in-person course.

Knowledge Transfer
Guarantee

If an employee leaves within three
months of obtaining certification,
Infosec will train a different employee
for free for up to one year.



ISACA AAIR details

Our instructors give you 100% of their time and dedication to ensure that your time is well spent. You receive an
immersive experience with no distractions! The typical daily schedule is:

Day 1 Day 2
Morning session Introductions Domain 3: Al Risk Program Management
Domain 1: Al Risk Governance and Al Risk Scenario Identification and Assessment

Framework Integration . .
& Al Risk Treatment Strategies

Al Models, Frameworks, Strategies and Use

Al Controls Management
Cases

L ) Al Risk Metrics, Monitoring and Reporting
Al Organizational Processes and Alignment

Al Supply Chain Risk Management
Al Ownership, Oversight and Accountability PPY g

Al Incident Response, BIA, Business Continuity and

Al Policies, Procedures and Organizational .
Disaster Recovery

Training

Al Regulatory Compliance and Legal
Considerations

Al Trustworthiness, Ethical and Societal

Implications
Afternoon Domain 2: Al Life Cycle Risk Management Exam preparation
>ession Al Design, Development, Procurement and
Documentation
Al Model Training, Testing and Validation
Al Implementation, Maintenance and
Decommissioning
Al Data and Asset Management
Before your boot camp During your boot camp
Start learning now. You'll get immediate access to Domain 1: Al Risk Governance and Framework
all the content in Infosec Skills the moment you Integration

enroll. Prepare for your live boot camp, uncover your .
P y P y »  Types of Al models, frameworks and business use

knowledge gapsand maximizeyourtrainingexperience. cases

» Al governance fundamentals and organizational
alignment

» Al-related roles, responsibilities and RACI matrices

» Al acceptable use policy and policy development

INFOSEC Boot Camps
[CERTIFICATION TRAINING (8]

Enroll today: 866.471.0059 | infosecinstitute.com 4



»

»

»

Compliance with Al laws, regulations and legal
exposure

Bias, fairness, transparency, explainability and
trust

Human rights, societal and environmental impact
of Al

Domain 2: Al Life Cycle Risk Management
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Al design, development, procurement and
documentation

Data requirements, sourcing, validation and
quality

Model training, testing, validation and fine tuning
Al deployment, robustness and scalability
considerations

Monitoring model drift and change management
Al asset inventory and data classification

Data security, privacy and minimization
Decommissioning Al solutions

Domain 3: Al Risk Program Management
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Al threat landscape and threat modeling

Al risk scenario development and classification
Al risk assessment and treatment strategies

Al control types, frameworks and validation

Al risk metrics, monitoring and reporting

Al vendor management and supply chain risk
Al shared responsibility model and cloud
computing risk

Al incident response, BIA and disaster recovery

About Infosec

After your boot camp

Your Infosec Skills access extends 90 days past
your boot camp, so you can take additional time to
prepare for your exam, get a head start on your next
certification goal or start earning CPEs.

Infosec Institute makes cybersecurity workforce readiness measurable. We help organizations build skills and verify

performance across their entire workforce, providing leaders with clear visibility into who's ready to defend, where

capability gaps exist and whether training investment is delivering results. By combining expert training with Al-

powered verification, we give organizations confidence backed by data. 70% of the Fortune 500 have trusted Infosec

for more than two decades. Learn more at infosecinstitute.com.
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